
FileOpen RightsManager is a client/server solution for encrypting documents 
with the added convenience of a hosted PermissionServer and management 
console. RightsManager’s cloud-based subscription model means you will 
always have the most current version.  Distribute secured documents in native 
PDF as well as the primary Microsoft® Office® formats, or via the zero-install 
FileOpen Viewer.  FileOpen RightsManager gives you complete assurance 
that your documents will never be viewed, saved or printed without your 
permission.

One security solution for all your documents, wherever they are. 

Control documents from a single dashboard with 
FileOpen RightsManager™ 

S E C U R E  D O C U M E N T S

Apply local AES-256 bit 

encryption to protect 

documents from piracy.

C O N T R O L  A C C E S S

Limit access to authorized 

recipients — revoke access 

as needed. 

E N F O R C E  P O L I C Y

Control how recipients 

use information even after 

delivery or download.

M O N I T O R  A C T I V I T Y

Maintain a complete audit 

trail of how documents are 

used.

D E P LOY  Q U I C K LY 

Enterprise-grade rights 

management tools in a 

cloud-based solution.

“We are very pleased with our current implementation of FileOpen DRM”

— Barry Smith, Head of Commercial Services, The British Library  
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Integration & Administration

User/role/group-based access

Enable/change/revoke accessvoke Access

Usage logging & metering

Individual & batch-level document encryption

Security

128-bit RC4, 128/256-bit AES Encryption

Encryption keys delivered via https

On-site database for autonomous administration

Authentication

User-based identification

Device-based identification

Domain authorization

Cookie-based authentication

Policy Management

Grant temporary offline viewing privileges

Open/view rights

Control printing by number of copies or time period

Copy/paste rights (on/off only)

Embargo/Expiration

View/print with dynamically applied watermarks

Screen grab protection

Client Viewers

Any browser with Flash® Player v. 11 or higher

Adobe®  Acrobat®/Reader® 

Microsoft® Office® 2007, 2010, 2013, 2016

Foxit®, Nuance®, Zeon®, BlueBeam® Revu, Nitro Pro 8

iPhone®/iPad® 

Android™ devices

Control documents from a single dashboard with 
FileOpen RightsManager™

Documents forwarded to any unauthorized recipient 
cannot be decrypted.

authentication 
& permissioning

AUTHOR’S MACHINE / NETWORK

RightsManager

document distribution
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